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INTRODUCTION

The Call4tel management portal enables distribu-
tors and resellers to manage and view their devices
from one centralized location. It collects all appli-
ance information and details and links them with

end users,

The portal is designed in such a way that it allows
distributors to manage their resellers and end-us-
ers. From creating an account to resetting pass-
words and registering products, the portal caters

for everything.

Resellers can manage their customers directly from

their portal.

Supported Devices

Find the list of 3CX appliances that are supported
and managed from within the portal here: https://

shop.call4tel.com/

Instructions for Distributors / Resellers:

Distributors and resellers share the same screen
and layout; however, resellers have access to fewer
features. This manual focuses on showcasing the
different features according to whether or not the

portal user is a distributor or a reseller.

Distributor




HARDWARE CONFIGURATION

Device Configuration:
Direct Web Access
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Further Arvicles

Help Topics

Go here and download the Call4tel NX32 Detector.

sl Calldtel NX Detector ke _ | X

|| Scan

Click on the "Scan" button and the application will scan through the LAN to identify the device(s) within the

network.
Scan
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Access the portal by clicking on "CLICK HERE",




Configuring the device

Configure your Call4tel NX32 for 3CX

Click Next,

(P 4tel CX

Version 1.239

IP CONFIGURATION FIREWALL SIP CONNECT SETTINGS | CONTACT US .=

Obtain an IP address automatically

o Use the following IP address
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MAC Address: 70:b3:d5:04:34:1f

Leave the default LAN IP unless you would like to exclude an IP address from the DHCP.

@ obtain an 1P address automatically o

| Use the following IP address I o
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MAC Address:  70:b3:d5:01:34:1e




1. "Obtain an IP Address automatically” relies on the DHCP server,

2. "Use the following IP address" refers to static IP configuration, without relying on the DHCP.

Based on the general network/ device policy, it's preferred to use option 2 for static access.

DNS Information

DNS

Update IP Detalls

Login to 3CX installation wizard

htep://192.168.101.1:5015

If the network does not have any DNS configured, you can use the default one which points to the Google

DNS service,




Configure the Firewall

Version 1.239
IP CONFIGURATION FIREWM.L S5IP CONNECT SETTINGS | CONTACT US ;
I you want to change the default 3cx sip port, you should update here.
Port Number:
Select Protocals:
@ e uoP Both

Navigate to the "Firewall" tab to find the service which allows you to change the default port. The default 3CX

port should be 5060. Refer to the Device Configuration: Firewall section in this document.

Security advice: Do not allow access to ports that are not relevant.

You can allow IP in Firewall (External access for port 5448) by selecting any one option

o Allow All Allow IP Allow IP Range

Allow IP

(in Firewall)

Firewall Changes

O < All Ip added - on 2019-12-04 0% 708 Q]
\

This section allows for further configuration and limits access from specific sources, reducing the chances of

the system being compromised.




Configure SIP Trunk

Version 1.239

IP CONFIGURATION  FIREWALL RellgdeLLI{agl SETTINGS CONTACT US ;

Static Route
Allow IP Allow IP Range

Lan Wan

Destination IP

(SIP Server)

From within the "SIP Connect” tab you can configure your SIP Trunk. It's referred to in the Device Configura-

tion: SIP Connect section in this document.

Device Configuration: Role Setting

4tel
Version 1.239
IP CONFICURATION FIREWALL SIP CONMNECT SETTINCS CONTACT US :
| would like to use call4tel device as following
@ x sBC SBC FAILOVER
Selected default network interface
@ wan LAN

From the “Settings” tab you can select the device's role: PBX, SBC or SBC Failover.

Important: When changing the role of an already configured device, all previous settings and configurations
are deleted.

1 3CX - Configure the device as a 3CX server (console) and to act as a PBX system.

2. SBC - Session Border Controller, Configure the device as an SBC to bridge remote locations and IP Phanes.

3. SBC failover - Configure as an SBC failover device (active-active) with high availability.



Version 1.239
IP CONFIGURATION FIREWALL S5IP CONNECT CONTACT US ,:

| would like to use calldtel device as Following

3cx @ sec SBC FAILOVER m

Selected default network interface

@ wan

SBC Form SBC Form

3CX SBC Authentication Key Id
Please enter your 3CX SBC details

3CX SBC Password
3CX SBC PBX SIP Port

3CX Web Url
3CX SBC PBX Tunnel Port

3CX SBC Authentication Key Id

Please press conform to acknowledgement For uninstall
3CX phone system completely and inctall 3CX SBC or
Press cancel to discard

ALV EBF ABV CIR Naes

When switching to SBC the above fileds need to be filled in. Input all the information and read the clause

stated at the end of the form. Press “Confirm" to proceed with the changes.

Note: Once you click “Confirm" you are no longer able to revert.




3CX SBC Settings

3CX SBC Settings

®

Network Reset

@

Debian/3CX-V18
Update

V) C
Callatell Uninstall SBC Install Refresh

Connect Cloud

Power OFF Reboot

l

Enable Cloud Access

Click on the "SBC Install" option to install the SBC onto the device itself. Do this if the status shown is "Not in-

stalled on [device]” as shown below. After install the SBC, it will shown the SBC Config Update in the setting.

3CX SBC Information
3CX SBC: Not Installed on NX96

Debian Version:- 10.10

3CX SBC Settings
@) @ a8
Call4tel Reset Network Reset Reset All
(O] ©) a
Power OFF Reboot Debian/3CX-V18
Update
& a& '
Call4tell Uninstall SBC uninstall SBC Config Update
@
Refresh

Once the installation is complete you will see the" SBC Config Update" option in the settings.




3CX Settings

3CX Settings

(0] V'Y ®
Latest version 3CX uninstall Call4tel Reset

@ ®

8

Network Reset 3CX wizard Reset Reset All

o ) a
Power OFF Reboot Debian/3CX-V18
Update
& (@
Call4tell Uninstall Refresh

Latest version: VVersion of 3CX.

3CX uninstall: Remove 3CX from the environment,

Call4tel Reset: Reset local settings from the Call4tel portal.

Network Reset: Reset all the network IP configuration settings to default.

3CXwizard Reset: Reconfigure the 3CX startup wizard (Portal:5015).

Reset All: Reset all settings & configuration to default (new configuration).

Power Off: Turn off the device

Reboot: Restart the device.

Debian/ 3CX-V18 update: update the 0S/ 3CX version from V16 to V18 & Debian 9 to 10.
Call4tel Uninstall: Remove the Call4tel portal from the box.

Refresh: Reload the webpage.




Call4tel Cloud Connect
T T

a o C

Call4tell Uninstall SBC Install

Connect Cloud

Enable Cloud Access

@

Cloud ToKen:  -oecreemsmseresesssses -

Serial No: nsxszoz01058

To connect the device to the Cal4dtel Cloud portal, switch on the "Enable Cloud Access”, Refer to the device

status in Device Management: Device Information section for more details.

An account is required to login to the Cloud Ul If you do not have an account, contact your reseller/

distributor.

Troubleshooting

®

Error

Sarry, 3CX not Installed In your device

If 3CX is not install on the box, when clicking on the "3CX uninstall" and "3CXwizard Reset" you will be prompt-

ed with an error. Reinstall 3CX to resaolve the issue,



ACCESSING THE PORTAL

Go to the login page https://cloud.call4tel.com/login.

Note: Internet Explorer is not a supported browser.

Portal Login Process

T
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o
|

.?!‘rngin ’PTP
information “Sent to
‘input ﬁi.i’“x

The Login Panel

[ Account Type

Login

Logn nformation

Send OTP 2F A Authentication

Ratallar (ntarfacs Destributor Interface

1. Choose the correct type of account:

a. Distributor requires the User Name to login.

b. Reseller requires the Company Name and Email Address to login.
2. Provide the login credentials and press Send OTP.

3. A One Time Password (0OTP) will be sent to your email. Use this to gain access to the panel.



Resetting your password - Distributor

Request " Email sent _Reset { 'Reset

password > 4toregistered “confirmation " linformation

feset { ‘mailbox (correct {username /
. "Wmailbox) password)

C D

Login ord Recovery

Reset

Back To LOGIN

Click on the "Forgot Password" link in the login page. You will be asked to enter the registered email address

to reset the password.

If you continue to face difficulties logging in, email websupport@cal4care.com. Use the same domain email

address for identification, and additional guestions may be asked for security purposes.
Resetting your Password - Reseller

To reset your password or for any login issues as a reseller you need to contact your distributor directly.




Understanding the Interface

Cloud Management 4 .

b, | Caldcare Distributor

Cloud Connect

Customar Details

Add Customer

Assign Devices

App Settings

Dewnload

Shop Now

Our Blog

Contact Us

Sign Dut

CX

Reseller portal interface (Default: Green)
1. Show/ hide navigation panel

2. Navigation panel

3. Account type

4. Account Profile

5. Reseller and customer list

6. Product search (Serial number or MAC address)



Show/ Hide Navigation Panel
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Press E to open or close the navigation panel, The navigator is divided into 2 parts:
1. Device and user management (Direct Management)

2. Support and products information (External Link)




Device Management: Search (Reseller and Customer)

Cloud Management .

Caldcare Distributor

Cloud Connect

Customer Details

Add Customar

Assign Davices

App Settings

Download

Shop Now

Qur Blog

Contact Us

[} Cloud Connect
&, Custamer Derails
[ Add Customar

[ Assign Devices

& App settings

4 Download
17 shep Now

& ourileg

9 Contact Us

[ sign Out

CX

From the search function distributors can search for their resellers and customers and resellers alike can
search for their customers. To perform the search:
1. Select the reseller (Option for distributor only)

2. Select the customer




Device Management: Search (Devices)

Cloud Management .

Caldcare Distributor

Cloud Connect
Customar Details
Add Customer
Assign Devices
App Settings
Download

Shop Now

Our Blog
Contact Us

Sign Out

N3x220191241 708305043244 f0B3DR043245

You can search for devices from the global search function. Simply enter the Mac Address or Serial Number

of the devices to perform the search. Refresh your browser (F5) before performing a search.

Device Management: Device information

Cloud Management .

Distributor

Cloud Connect

Customar Datails

Add Customer

Assign Devices

App Settings

Download SLMNO c1 2

N3IX220191241 70B3DS043244 70B3D5043245

] Shop Now

Our Blog

Contact Us hallo navin Dﬁ’

Sign Out Resellr : Mavin Babu PTe LTD s : companytest

2 MOD2 5
MAC1_T2 MAC2_T2 5 &

CX

1. Expand the view of selected device 5. MAC Address (LAN Port)
2. Device Name 6. Device Status (Online/ Offline) - F5 to refresh status
3. Device Serial Number 7. Notes for the device

4, MAC Address (WAN Port) 8. Device Owner and Reseller




Device Information - Expanded

Distributor View:

Cloud Management .
Caldcare Distnbulor

flonavin [27
Cloud Connact hella navin |.(|

Customar Datails SRt IS B I s o companytest
(= 7 &
Add Customer 7 MOD2
MACL_TZ
Assign Davices
App Settings
Download ' Memory Temperature
Shop Now
Our Blog

Cantaet Us

Sign Out

( : 3 Device Configuration setbings v

Reseller View:

Fireware V1.239

: NX96 \Wol LAN

LAN & cpu {8 Memory {8} Temperature

WAN |
1 =

1. The display panel shows the device's status. CPU & Memory, temperature, IP Address, location of the device,
and cloud token if applicable. Values are only shown if the device is online [Active).
2. Use this panel to update, reboot, shutdown or refresh the device.

3. Remote configuration settings (IP, firewall, SIP, etc).



Obtass an IPF address astomatically

Use the folowing I address

Address 192
Netmazi 255

Gatewsy 192

If the device is active (Online), it will display the CPU and memory status, as well as the LAN and WAN con-
nection. (Press Fb to refresh the status)

| would like to use calldtel device as following

3CX SBC Information

JOX SHO snstalled on NxDh

It will also display the IP address and role for which the device has been configured. Detail configuration is
referred to in the next chapter of this manual. Device




Configuration: IP Address

Obtain an IP address automatically

# Use the folowing IP address

Address l

LAN
Update IP Detaids

)
Netmask ‘ ]
)

\k
[
[

Gateway [

Obtain an IP address automatically

‘ Use the folowing IP address

Address ( I (

Netmask ( | (
WAN \ s N

Update IP Details

Gateway " \l ‘

DNS Information

DNS
Update IP Details

Both the LAN and WAN can be configured remotely via the management portal. It's recommended to have a
static IP address (both for LAN and WAN) to the device(s) for management purposes. DNS should be config-
ured to allow for address translation onto the Internet.,




Device Configuration: Firewall

To allow TCP/UDP ports in OS IP Table update here.

Allow Port |

Select Protocols:

@& P

By default, all traffic is allowed through the firewall. Further configure your device in order to block certain
traffic and increase device security.




Device Configuration: SIP Connect

B Static Route

Allow IP ' Allow IP Range

LAN

Destination IP
(SIP Server)

Route Changes

From SIP Trunk Provider

MPLS Line

= IP PHONE

SIP (Session Initiation Protocaol) configuration enable SIP trunk MPLS Line configuration to communicate

with the SIP provider (SIP Server) through MPLS Line. Once you connect to the interface, route the traffic
to your SIP trunk provider. Select the interface you connected the MPLS line and enter the destination's IP

address




Device Configuration: Settings

| would like to use call4tel device as following

You can only assign one role per device.
3CX: If the environment does not have a 3CX server, this will be the mandatory configuration.

SBC: For branch offices with more than 5 users, it is advised to have an SBC configured to simplify and
streamline the communication between remote locations as well as enhance security and QoS.

Select the correct role and press change (all previous settings will be removed). Reconfigure the device to the
desired role.

Alternatively, you may change the configuration of the device via Direct Web Access. The default port is 5448
(ensure the port is mapped in the firewall for external access).

Device Configuration: Updates

Clowd Management

No updste found

Your Device s up to date. No Update Available

If there is a new Call4tel portal release, it will be indicated here.




Account Profile

Cloud Management .

S My Profile
[= signout
Cloud Connact Profile Details

Customer Details

Add Custamer O
Assign Devices m

App Settings navin

| Download
nb@caldcare.com.ps@caldcare.com.dwi@caldcare.com

Shop Now
8220733686
Qur Blog i Coimbatore

Contact Us [ CBE

Sign Out Coimbatore

India

CX

The "My Profile" option shows the user information. Profile information can only be edited by super admins.
Contact Cal4Care for support.

Assign Devices

Cloud Management .

Caldcare Distributor

1

Customer Detsils
Add Custemer

Sarial No WAMN address LAN address Reseller
Assign Davices

N3X220191241 TOB3D5043244 708305043245
App Settings

2
Download tast? macl_t2 mac 12 Mavin Babu PTe LTD companytast
Shap How
Owur Blog

Contact Us

+ Sign Out

CX

1. Select the device you want to assign and click on the | button,




Select Customer

Sarial Mo W == sl wica Modal

o

2. A drop down with the company list (resellers or end-users) will appear, select the company and click “Apply”.

App Setting

Cloud Management .

Caldcare Distributor

Cloud Connect

Customer Details M
Theme Settings

Add Customar

Assign Devices

Sidebar & Header Theme

®

App Sattings

Download

Shop Now Save Changes

Our Blog

Contact Us

Sign Out

From here you can personalize the interface and change the theme.

Download

Frequently Asked Questions

Call4Tel NX 32

Further Articles

The "Download” option will redirect you to the Knowledgebase. Alternatively, you can access the site from this
address: https://helpdesk.guru/kb/fag.php?cid=21



https://helpdesk.guru/kb/faq.php?cid=21

